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DETAILED ACTION 

1 . A response was received on 09 March 2010. By this response, Claims 1 and 28 
have been amended. Claim 3 has been canceled. No new claims have been added. 
Claims 1 and 28 are currently pending in the present application. 

Response to Arguments 

2. Applicant's arguments filed 09 March 2010 have been fully considered but they 
are not persuasive. 

Regarding the rejection of Claims 1 and 28 under 35 U.S.C. 103(a) as 
unpatentable over Applicant admitted prior art in view of Jaffe et al, US Patent 651 051 8, 
Applicant argues that the admitted prior art does not disclose "a selector for selecting 
disturbance data" or "disturbance data processing means performing predetermined 
processing on the selected disturbance data to generate processed disturbance data" 
as asserted in the previous Office action (see pages 6-7 of the present response, citing 
page 10 of the previous Office action and page 21, lines 1-12 of the present 
specification). However, the admitted prior art explicitly discloses "using a result of 
processing the data for disturbance" (page 21 , lines 1 -1 2, as quoted by Applicant) which 
is seen as support for the "disturbance data processing means" as claimed, as stated in 
the previous Office action. The admitted prior art also at least inherently discloses the 
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selection of disturbance data; if some piece of disturbance data is used, then it must 
have been selected for use. 

Applicant further argues that a table of candidates of disturbance data is neither 
taught nor suggested by the admitted prior art or Jaffe (page 7 of the present response, 
citing page 10 of the previous Office action, and Jaffe, column 16, line 61 -column 16, 
line 14). More specifically, Applicant asserts that the cited portion of Jaffe "only 
peripherally references look-up tables" but that this does not suggest a table of 
candidates of disturbance data (see pages 7-8 of the present response). However, the 
previous Office action also included the statement, in describing the citation to Jaffe, 
that it is well-known that table lookups of pre-computed values can increase processing 
speed (see page 10 of the previous Office action). Official notice is now explicitly taken 
of this fact below, and the explanation of the rejection has been clarified accordingly. 

Applicant additionally reasserts the opinion that Jaffe has been misinterpreted as 
applied in the present application (see page 9 of the present response). Applicant does 
acknowledge that Jaffe discloses the use of a constant Hamming weight representation 
of data (page 9 of the present response, citing Jaffe, column 4, lines 56-67). However, 
Applicant further states that Jaffe " does not show 'each of two different data in the 
constant Hamming weight are before and after the predetermined operation , each 
other'" (page 10 of the present response, emphasis in original). The Examiner fails to 
appreciate this argument; it does not appear to make grammatical sense, nor is it 
apparent from where Applicant is drawing the quoted portions. 
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Applicant further argues that "Jaffe does not teach that two different data have 
the constant Hamming weight as each other [sic] before and after the predetermined 
operation" (page 1 1 of the present response, emphasis removed). However, Jaffe 
discloses or at least suggests that all data in a system would be represented using the 
disclosed constant Hamming weight representation (see Jaffe, column 2, lines 56-60, as 
previously cited, the "basic representation of data" is changed). Therefore, any pieces 
of data (with the same length) will have the same Hamming weight before and after any 
processing done using such a constant Hamming weight representation (see also Jaffe, 
column 4, line 55-column 5, line 30). 

Similarly, Applicant alleges that "if the first and second disturbance data of 
Applicant admitted prior art are given 'a constant Hamming weight representation' 
according to Jaffe, the second disturbance data computed by using the operation f 
(OP1 ) on the first disturbance data of [the admitted prior art] cannot guarantee its 
Hamming weight not to become 0 or 8" (page 1 1 of the present response). However, 
Applicant has not provided any evidence in support of this allegation, even though Jaffe 
explicitly describes the representations as always having constant Hamming weight 
(Jaffe, column 4, line 55-column 5, line 30; column 2, lines 56-60, as previously cited) in 
order to minimize the information leaked from cryptographic systems by power 
consumption fluctuations (see Jaffe, column 2, lines 44-48). Jaffe discloses that all the 
data in the system, no matter whether it is before or after some particular processing 
performed, has a constant Hamming weight (column 2, lines 56-60) and therefore this 
does ensure that the Hamming weight of an 8-bit word would not go to 0 or 8, but would 
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stay constant (for example, considering the examples at Jaffe, column 5, lines 9-15, the 
representations of all but the last example would give a constant Hamming weight of 4 
for eight bits, whereas the last example would give a constant Hamming weight of 2 for 
eight bits; none of these go to 0 or 8). There is no indication that the term "constant" as 
used by Jaffe should be given anything other than its ordinary meaning, and therefore, 
regardless of whatever processing may be done on the data, its Hamming weight would 
remain constant (Jaffe, column 2, lines 56-60; column 4, line 55-column 5, line 30; see 
also column 5, line 31 -column 6, line 36, where a fixed number of transitions can also 
be used in combination with the constant Hamming weight representations to further 
minimize leakage of information). 

Finally, Applicant alleges that Jaffe's use of a constant Hamming weight 
representation "does not lead to the processed data D2 of the present invention" and 
that using the process of transforming data using disturbance data, processing the 
transformed data, and un-transforming the processed data using the processed 
disturbance data would not be produced (see pages 11-12 of the present response). 
However, Applicant provides no evidence or explanation in support of this allegation. 
Applicant asserts that application of Jaffe's constant Hamming weight representation to 
the first and second disturbance data would not result in them having the same constant 
Hamming weight "both before and after the predetermined operation" (page 12 of the 
present response). However, again, Applicant provides no evidence or explanation in 
support of this assertion, nor is it apparent to which "predetermined operation" the 
above portion is intended to refer. Further, again, this appears to contradict Jaffe's 
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explicit disclosure of the use of constant Hamming weight representations (see Jaffe, 
column 2, lines 56-60, as previously cited). 

Therefore, for the reasons detailed above, the Examiner maintains the rejection 
as set forth below. 

Specification 

3. The objection to the specification for failure to provide proper antecedent basis 
for the claimed subject matter is withdrawn in light of Applicant's statements pointing out 
where support for the limitations at issue is to be found in the specification (page 5 of 
the present response). 

Claim Rejections - 35 USC §112 

4. The rejection of Claims 1 and 28 under 35 U.S.C. 112, first paragraph, for failure 
to comply with the written description requirement is withdrawn in light of Applicant's 
statements pointing out where support for the limitations at issue is to be found in the 
specification (page 5 of the present response, citing page 35, line 10-page 37, line 13, 
of the specification, where the stored data "usable as the ... disturbance data" is 
considered to provide support for the claimed stored "candidates"). The rejection of 
Claim 3 is moot in light of the cancellation thereof. 
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5. The rejection of Claims 1 and 28 under 35 U.S.C. 1 1 2, second paragraph, as 
indefinite is NOT withdrawn because not all issues have been addressed and/or the 
amendments raise new issues, as detailed below. The rejection of Claim 3 is moot in 
light of the cancellation thereof. 

6. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

7. Claims 1 and 28 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 1 recites the limitation "said disturbance data" in lines 6-7. There does not 
appear to be clear antecedent basis for this limitation in the claim. The table of 
candidates of disturbance data appears to refer to multiple items of disturbance data 
(lines 5-6) and therefore it is unclear to which disturbance data the limitation is intended 
to refer. This renders the claim indefinite. 

Claim 28 recites "said disturbance data XI of said candidate pairs" in line 6. The 
claim also recites multiple candidate pairs of disturbance data XI and XO in lines 5-6, 
and it is not clear to which of these multiple items of disturbance data XI is intended to 
refer. The wording of the phrase is also generally unclear as to whether the disturbance 
data XI is singular or plural, and therefore it is not clear if the same data XI is used for 
each candidate pair or if different data XI is present in each of the pairs. The claim 
further recites "selecting said pair of disturbance data XI and XO" in line 11. It is not 
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clear to which of the multiple candidate pairs recited in lines 5-6 this is intended to refer. 
This renders the claim indefinite. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 1 and 28 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Applicant admitted prior art in view of Jaffe et al, US Patent 651 051 8. 

In reference to Claim 1 , Applicant admits as prior art an apparatus including a 
selector for selecting disturbance data; disturbance data processing means performing 
predetermined processing on the selected disturbance data to generate processed 
disturbance data; a data transform means transforming input data by using the selected 
disturbance data to generate transformed data; a transformed data processing means 
for performing predetermined processing on the transformed data to generate 
processed transformed data; and a data inverse transform means for performing 
inverse transformation processing on the processed transformed data using the 
processed disturbance data to generate processed data (see page 21, lines 1-12 of the 
present application). However, Applicant admits that such prior art does not explicitly 
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disclose that the disturbance data and the processed disturbance data have a constant 
Hamming weight. 

Jaffe discloses that data used in cryptographic processing can be represented 
using a constant Hamming weight representation (column 4, line 55-column 5, line 30; 
see also column 2, lines 56-60). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the apparatus of the 
prior art to include constant Hamming weight data, in order to minimize the information 
leaked from cryptosystems by power consumption fluctuations (see Jaffe, column 2, 
lines 44-48). 

Although Jaffe and the admitted prior art generally disclose selection of 
disturbance data (page 21, lines 1-12 of the present specification, where disturbance 
data is used and therefore inherently selected to be used prior to its use) and the 
general use of look-up tables (Jaffe, column 15, line 61-column 16, line 14), neither 
Jaffe nor the admitted prior art explicitly discloses selecting disturbance data from a 
table of candidates of disturbance data. However, Official notice is taken that it is well- 
known that table lookups of pre-computed values can increase processing speed during 
critical operations by shifting the processing load to earlier in the process (or to earlier 
processes such as initialization). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to further modify the 
apparatus of the prior art to include a table of pre-calculated candidates of disturbance 
data that maintain a constant Hamming weight (as taught by Jaffe as detailed above) in 
order to realize the well-known predictable result of increased processing speed. 
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In reference to Claim 28, Applicant admits as prior art an apparatus including a 
selector for selecting disturbance data and that processed disturbance data is obtained 
by performing predetermined processing on the selected disturbance data; a data 
transform means transforming input data by using the selected disturbance data to 
generate transformed data; a transformed data processing means for performing 
predetermined processing on the transformed data to generate processed transformed 
data; and a data inverse transform means for performing inverse transformation 
processing on the processed transformed data using the processed disturbance data to 
generate processed data (see page 21, lines 1-12 of the present application). However, 
Applicant admits that such prior art does not explicitly disclose that the disturbance data 
and the processed disturbance data have a constant Hamming weight. 

Jaffe discloses that data used in cryptographic processing can be represented 
using a constant Hamming weight representation (column 4, line 55-column 5, line 30; 
see also column 2, lines 56-60). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the apparatus of the 
prior art to include constant Hamming weight data, in order to minimize the information 
leaked from cryptosystems by power consumption fluctuations (see Jaffe, column 2, 
lines 44-48). 

Although Jaffe and the admitted prior art generally disclose selection of 
disturbance data (page 21, lines 1-12 of the present specification, where disturbance 
data is used and therefore inherently selected to be used prior to its use) and the 
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general use of look-up tables (Jaffe, column 15, line 61-column 16, line 14), neither 
Jaffe nor the admitted prior art explicitly discloses selecting disturbance data from a 
table of candidates of disturbance data. However, Official notice is taken that it is well- 
known that table lookups of pre-computed values can increase processing speed during 
critical operations by shifting the processing load to earlier in the process (or to earlier 
processes such as initialization). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to further modify the 
apparatus of the prior art to include a table of pre-calculated candidates of disturbance 
data that maintain a constant Hamming weight (as taught by Jaffe as detailed above) in 
order to realize the well-known predictable result of increased processing speed. 



Conclusion 



1 0. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571)272- 
3870. The examiner can normally be reached on weekdays 9:30-6:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Zachary A Davis/ 

Primary Examiner, Art Unit 2437 



